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ABSTRACT
In this paper we describe a distributed “English” auction
service that remains correct and reliable despite the mali-
cious corruption of some of the bidders and the auctioneer.
We describe the properties of such an auction service, the
implementation of the auction service, and how the auc-
tion service satis¿es the required properties. The auction-
eer is replicated for fault tolerance, and all communication
is performed using a secure group communication system.
The properties provided by the secure group communica-
tion system ensure that malicious bidders and auctioneers
are not able to corrupt the integrity and security of the auc-
tion, even if some of the auctioneer replicas conspire to-
gether maliciously.
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1. Introduction

In our technological society, many activities that previously
employed face-to-face methods and paper documentation
can now be replaced with electronic equivalents. For ex-
ample, digital libraries can substitute for physical collec-
tions of books or journals, and courses can be taken on-line
instead of in a classroom. On-line auction services have
become a very popular alternative to in-person auctions.
However, on-line auctions require a certain level of trust.
Bidders in an on-line auction must have con¿dence that the
auction service is honest, and the auction service needs to
know that bids are authentic.

We describe an ascending bid, open cry (English) auc-
tion service that remains correct and reliable despite the
malicious behavior of some of the bidders and auctioneers.
We de¿ne the properties that must be satis¿ed in such an
auction service, describe the implementation of the auction
service, and discuss how the auction application provides
the required properties.

2. Auctions

There are a number of different types of auctions. Bids
may be sealed or open, and bid prices may proceed in as-
cending or descending order. A number of researchers
have studied sealed bid electronic auctions, e.g., [1, 2, 3,
4, 5, 6]. Prior work has also addressed open bid electronic
auctions, e.g., [7, 8, 9]. We consider an open bid, ascend-
ing price (English) auction. In such an on-line auction, it
is important to ensure fairness to the bidders. For example,
bidders need con¿dence that they are receiving accurate in-
formation regarding the bids submitted, and that all bids are
treated fairly. The properties required for an English auc-
tion include:

� Inclusion: all valid bids (i.e., bids for an amount
greater than the highest bid to date) submitted during
the auction period are included

� Exclusion: no bids submitted outside the auction pe-
riod are included

� Uniform receipt: all bidders receive the same auction
information

� Ordering: bids are processed in the order in which
they are submitted by the bidders

� Authentication: bidders cannot masquerade as other
bidders

� Non-repudiation: bidders cannot deny having sub-
mitted a bid.

3. Auction Implementation

At the beginning of the auction the auctioneer announces
the item being auctioned and the closing time of the auc-
tion. Periodically, the auctioneer also announces the cur-
rent time. Bidders submit bids to the auctioneer, who an-
nounces each bid. At the close of the auction, the auction-
eer announces the winning bid and the winning bidder.
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Figure 1. Replication of the auctioneer

The auctioneer object is replicated for fault tolerance,
and all communication is performed using the SecureRing
group communication system [10, 11], as described in Sec-
tion 3.1. The use of the SecureRing protocols in addition
to the replication mechanisms ensures that the auction ser-
vice operates correctly despite collusion by some auction-
eer replicas and bidders. The properties provided by Se-
cureRing ensure that all bidders receive the same auction
information, and that bidders cannot masquerade as other
bidders or deny having submitted a bid.

Information regarding each auction is publicly avail-
able, such as the item being auctioned and the time allot-
ted for the auction. The auctioneer replicas must reside
on separate processors, but a processor may host both an
auctioneer replica and a bidder object. A correct object al-
ways follows the protocol� a malicious object may behave
in any arbitrary manner� thus, our fault model is that of
Byzantine faults. We denote the total number of proces-
sors in the system by q and the total number of processors
on which malicious objects reside by n, and require that
n � e+q� 4,@6f.

The auction is implemented in Java, while the Se-
cureRing protocols are implemented in C. The Java Native
Interface is employed to provide a Java-based interface that
maps to the underlying Unix socket-based interfaces of the
SecureRing system.

3.1 SecureRing System

All communication in the auction application is performed
by the SecureRing system [10, 11]. The SecureRing sys-
tem provides reliable, total ordering of messages despite
malicious (Byzantine) faults, provided that the number of
Byzantine processors does not exceed e+q � 4,@6f, where
q is the number of processors in the system.

The SecureRing system includes a message ordering
protocol and a group membership protocol. Regular mes-

sages are generated by the application and are delivered
in total order to the application. When a membership
change occurs (e.g., when a processor fails or a new pro-
cessor joins), a membership change message is delivered
to the application at the point in the message delivery or-
der where the change occurred. Each membership change
message initiates a new con¿guration.

The SecureRing message delivery protocol uses a
combination of message digests and digital signatures to
provide secure delivery for each con¿guration F, which is
de¿ned in terms of the following properties:

� Integrity. For any message p, every correct proces-
sor s delivers p at most once.

� Authentication. For any message p that contains the
identi¿er of a correct processor s, a correct processor
t delivers p only if p was originated by s.

� Uniqueness of Messages. If a correct processor s de-
livers a message p in con¿guration F, then no correct
processor t delivers a mutant message p3 in F having
the same identi¿er as p but different contents.

� Reliable Delivery. If correct processors s and t are
both members of con¿guration F> no con¿guration
change occurs, and s originates a message p, then
t delivers p. If correct processors s and t both install
consecutive con¿gurations F4 and F5, and s origi-
nates a message p in F4, then t delivers p in F4.

� Total Order of Messages. If correct processors s and
t both deliver messages p4 and p5 in con¿guration
F, then s delivers p4 before p5 if and only if t de-
livers p4 before p5.

The object group interface of the SecureRing system
allows an application object to invoke the message delivery
and group membership services provided by SecureRing.



An object can join or leave an object group, send a message
to an object group, and receive a message that is addressed
to its object group.

3.2 Replication

The auctioneer object is replicated, and the auctioneer
replicas form an object group. The bidder objects collect
messages from the auctioneer replicas. When a bidder has
received the same message from n . 4 auctioneer replicas,
the bidder accepts the message as valid. Replication of the
auctioneer object is illustrated in Figure 1.

3.3 The Timekeeper Object

Upon startup:
state:= INTERIM

do forever
update current time
if state = IN_AUCTION

send current_time message to auctioneer group

Received signal to start auction:
send start_auction message to auctioneer group
state:= IN_AUCTION

When auction ends:
state:= INTERIM

Figure 2. Pseudocode for the timekeeper object

The timekeeper object provides a source of the cur-
rent time� it must be trusted to provide a reasonable ap-
proximation of the current time. The timekeeper object
can be in one of two states: INTERIM or IN_AUCTION. It
starts in the INTERIM state, and when it is near the time
to begin an auction, it transitions to the IN_AUCTION state
and sends a start_auction message to the auctioneer object
group. The start_auction message contains the identi¿er
of the auction and the start time for the auction. While in
the IN_AUCTION state, the timekeeper object periodically
sends a current_time message containing the current time
to the auctioneer object group. At the close of an auction,
the timekeeper shifts to the INTERIM state. Pseudocode for
the timekeeper object is given in Figure 2.

3.4 The Auctioneer Object

An auctioneer object can be in one of three states:
STARTUP, INTERIM, or IN_AUCTION. An auctioneer
object starts in the STARTUP state and proceeds to join
the auctioneer object group. When an auctioneer in the
STARTUP state receives a start_auction message from the
timekeeper, it records the auction identi¿er and the start

Upon startup:
state:= STARTUP

join auctioneer group

When receive message from timekeeper:
if (message type = start_auction and

state = STARTUP)
save auction identi¿er and start time
compute closing time and save
state:= INTERIM

else if (message type = current_time)
if (state = INTERIM)

update local time
if (local time � auction start time)

send open message to bidder group
and auctioneer group

send current_time message to bidder group
else if (state = IN_AUCTION )

send current_time message to bidder group
and auctioneer group

When receive message from auctioneer replica:
switch (message type)

case current_time:
if (received identical current_time messages from

n . 4 auctioneer replicas and
state = IN_AUCTION)

update local time
if (local time � closing time)

send close message to bidder group
and auctioneer group

case open:
if (received identical open messages from n . 4

auctioneer replicas and state = INTERIM)
state:= IN_AUCTION

set high bid and high bidder to NULL
case announce:
if (received identical announce messages from

n . 4 auctioneer replicas and
state = IN_AUCTION)

update high bid and high bidder
case close:
if (received identical close messages from n . 4

auctioneer replicas and state = IN_AUCTION)
send winner message to bidder group

and auctioneer group
state:= INTERIM

When receive submit message from bidder:
if (amount A high bid and state = IN_AUCTION)

send announce message to bidder group
and auctioneer group

Figure 3. Pseudocode for the auctioneer object
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Figure 4. The graphical user interface to the auctioneer and
to the bidder. Clearing Storms c�2000 Thomas Kinkade,
Media Arts Group Inc., San Jose, CA, used by permission

time for the auction, computes and records the closing time
for the auction, and shifts to the INTERIM state.

In the INTERIM state, when the auctioneer receives a
current_time message from the timekeeper, it updates its
local time value. When its local time becomes greater than
or equal to the start time of the auction, the auctioneer ob-
ject sends an open message to both the bidder group and the
auctioneer group. The open message contains the auction
identi¿er, the starting bid, and the closing time of the auc-
tion. The auctioneer then sends a current_time message to
the bidder group. When the auctioneer receives identical
open messages from n.4 auctioneer replicas, the auction-
eer shifts to the IN_AUCTION state and initializes its local
values for the high bid and the high bidder to null.

When an auctioneer replica in the IN_AUCTION state
receives a current_time message from the timekeeper, it
sends a current_time message to both the bidder group
and the auctioneer group. When an auctioneer replica re-
ceives identical current_time messages from n.4 auction-
eer replicas, it updates its local time value. During the auc-
tion, a bidder submits a bid by sending a submit message
containing the bid amount. When an auctioneer replica in
the IN_AUCTION state receives a submit message from a
bidder, and the bid amount is greater than the current high
bid, it sends an announce message to the bidder group and
to the auctioneer group. The announce message contains

the identi¿er of the bidder, the bid amount, and the time
that the bid was received. When an auctioneer replica re-
ceives identical announce messages from n . 4 auction-
eer replicas, it updates its local high bid and high bidder
values. When an auctioneer replica’s local time value be-
comes greater than or equal to the auction closing time, it
sends a close message to both the bidder group and the auc-
tioneer group. When an auctioneer replica receives iden-
tical close messages from n . 4 auctioneer replicas, it an-
nounces the winner of the auction by sending, to the bidder
group, a winner message that contains the bidder identi¿er
and amount of the highest bid received, and shifts to the
STARTUP state. Pseudocode for the auctioneer object is
given in Figure 3.

The graphical use interface to the auctioneer object
displays the item being auctioned and the bidding history,
as shown in Figure 4(a). After the close of the auction, the
winning bid and bidder are displayed.

3.5 The Bidder Object

Upon startup:
state:= INTERIM

join bidder group

When receive message from auctioneer replica:
switch (message type)

case open:
if (received identical open messages from n . 4

auctioneer replicas and state = INTERIM)
state:= IN_AUCTION

case current_time:
if (received identical current_time messages from

n . 4 auctioneer replicas)
update local time

case announce:
if (received identical announce messages from

n . 4 auctioneer replicas)
record bid

case close:
if (received identical close messages from

n . 4 auctioneer replicas)
state:= INTERIM

case winner:
record winning bid and bidder

When receive signal to submit bid:
send submit message to auctioneer group

Figure 5. Pseudocode for the bidder object

The bidder object can be in one of two states: IN-
TERIM and IN_AUCTION. A bidder object starts in the
INTERIM state and joins the bidder group. When a bid-
der receives identical open messages from n . 4 auction-



Figure 6. Multiple auctioneer replicas and bidders at the end of an auction. Clearing Storms c�2000 Thomas Kinkade, Media
Arts Group Inc., San Jose, CA, used by permission

eer objects, the bidder transitions to the IN_AUCTION state.
While in the IN_AUCTION state, a bidder collects current
time and announce messages that are sent by the auction-
eer replicas and, once identical messages from n . 4 auc-
tioneer replicas are received, the bidder considers the mes-
sage as valid. The bidder may submit bids while in the
IN_AUCTION state by sending a submit message contain-
ing the bid amount to the auctioneer group. When the bid-
der receives close messages from n.4 auctioneer replicas,
the bidder shifts to the INTERIM state. When the bidder
receives winner messages from n . 4 auctioneer replicas,
the bidder records the winning bidder and the amount of
the winning bid. Pseudocode for the bidder object is given
in Figure 5.

The graphical user interface to a bidder object dis-
plays the bidding history and allows the bidder to submit a
bid, as shown in Figure 4(b). After the close of the auc-
tion, the winning bid and bidder are displayed. A complete
view of multiple auctioneer replicas and bidders at the end
of an auction is shown in Figure 6.

4. Auction Security

The auction operates correctly despite malicious behavior
and/or collusion by some bidders and auctioneer replicas.

The properties of the SecureRing protocols ensure that all
bidders receive the same auction information, all bids sub-
mitted within the auction period are included, and no bids
submitted outside the period are included. Further, bid-
ders cannot masquerade as other bidders and bidders can-
not deny having submitted a bid� these guarantees are en-
sured by the use of message digests and digital signatures
in the SecureRing protocols.

We now describe how the auction application
achieves the properties of a secure English auction as de-
scribed in Section 2., provided that n � e+q� 4,@6f.

� Inclusion: all valid bids submitted during the auction
period are included.
Exclusion: no bids submitted outside the auction pe-
riod are included.
A correct auctioneer accepts bids only in the
IN_AUCTION state. A correct auctioneer shifts in
(out) of the IN_AUCTION state only if it has received
identical open (close) messages from at least n . 4
auctioneers, which must include at least one correct
auctioneer. A correct auctioneer updates its local high
bid and high bidder values only if it has received iden-
tical announce messages from at least n . 4 auction-
eers. All messages are delivered reliably and in total
order due to the properties of the SecureRing proto-



cols, and so all correct auctioneers see the same se-
quence of bids during the auction period, which are
exactly the bids submitted during the auction period.

� Uniform receipt: all bidders receive the same auction
information.
A bidder accepts as valid identical messages from at
least n . 4 auctioneer replicas, which must include at
least one correct auctioneer. All messages are deliv-
ered reliably and in total order due to the properties of
the SecureRing protocols, and so all bidders see the
same sequence of messages during the auction period.

� Ordering: bids are processed in the order in which
they are submitted by the bidders.
All messages are delivered reliably and in total or-
der due to the properties of the SecureRing protocols.
Therefore, all correct auctioneers will announce the
bids in the order in which they were sent by the bid-
ders.

� Authentication: bidders cannot masquerade as other
bidders.
Non-repudiation: bidders cannot deny having submit-
ted a bid.
If a bidder sends a submit message, then all correct
auctioneers will receive the submit message. By
the authentication property of SecureRing, the submit
message is guaranteed to have been sent by the bidder,
and the bidder cannot deny having sent the message.

5. Conclusion

We have de¿ned the properties of a secure English (open
bid, ascending price) auction, and have described a se-
cure auction application. We have shown how our auc-
tion implementation achieves the properties of a secure En-
glish auction, provided that the number n of processors
hosting malicious bidders or auctioneer replicas satis¿es
n � e+q�4,@6f, where q is the total number of processors
in the system.
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